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In today’s corporations, information security professionals have a lot on their plate. In the face of constantly
evolving cyber threats they must comply with numerous laws and regulations, protect their company’s assets
and mitigate risks to the furthest extent possible. Security professionals can often be ignorant of the impact
that implementing security policies in a vacuum can have on the end users’ core business activities. These
end users are, in turn, often unaware of the risk they are exposing the organisation to. They may even feel
justified in finding workarounds because they believe that the organisation values productivity over security.
The end result is a conflict between the security team and the rest of the business, and increased, rather than
reduced, risk. This can be addressed by factoring in an individual’s perspective, knowledge and awareness,
and a modern, flexible and adaptable information security approach. The aim of the security practice should
be to correct employee misconceptions by understanding their motivations and working with the users rather
than against them – after all, people are a company’s best assets. This book draws on the experience of
industry experts and related academic research to: • Gain insight into information security issues related to
human behaviour, from both end users’ and security professionals’ perspectives. • Provide a set of
recommendations to support the security professional’s decision-making process, and to improve the culture
and find the balance between security and productivity. • Give advice on aligning a security programme with
wider organisational objectives. • Manage and communicate these changes within an organisation. Based on
insights gained from academic research as well as interviews with UK-based security professionals from
various sectors, The Psychology of Information Security – Resolving conflicts between security compliance
and human behaviour explains the importance of careful risk management and how to align a security
programme with wider business objectives, providing methods and techniques to engage stakeholders and
encourage buy-in. The Psychology of Information Security redresses the balance by considering information
security from both viewpoints in order to gain insight into security issues relating to human behaviour,
helping security professionals understand how a security culture that puts risk into context promotes
compliance. Leron Zinatullin (zinatullin.com) is an experienced risk consultant specialising in cyber security
strategy, management and delivery. He has led large-scale, global, high-value security transformation
projects with a view to improve cost performance and support business strategy. He has extensive knowledge
and practical experience in solving information security, privacy and architectural issues across multiple
industry sectors. He has an MSc in information security from University College London, where he focused
on the human aspects of information security. His research was related to modelling conflicts between
security compliance and human behaviour.
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From reader reviews:

Kevin Jakubowski:

The e-book untitled The Psychology of Information Security is the book that recommended to you to study.
You can see the quality of the reserve content that will be shown to anyone. The language that author use to
explained their ideas are easily to understand. The author was did a lot of exploration when write the book,
and so the information that they share to you personally is absolutely accurate. You also will get the e-book
of The Psychology of Information Security from the publisher to make you much more enjoy free time.

Cynthia Richards:

Can you one of the book lovers? If yes, do you ever feeling doubt if you find yourself in the book store?
Make an effort to pick one book that you find out the inside because don't ascertain book by its cover may
doesn't work the following is difficult job because you are frightened that the inside maybe not because
fantastic as in the outside appear likes. Maybe you answer might be The Psychology of Information Security
why because the great cover that make you consider in regards to the content will not disappoint an
individual. The inside or content is definitely fantastic as the outside or perhaps cover. Your reading 6th
sense will directly assist you to pick up this book.

Amy Nichols:

Is it a person who having spare time in that case spend it whole day by means of watching television
programs or just laying on the bed? Do you need something totally new? This The Psychology of
Information Security can be the response, oh how comes? It's a book you know. You are and so out of date,
spending your time by reading in this brand new era is common not a geek activity. So what these books
have than the others?

Willie Bergeron:

You can get this The Psychology of Information Security by browse the bookstore or Mall. Only viewing or
reviewing it may to be your solve trouble if you get difficulties for your knowledge. Kinds of this reserve are
various. Not only by written or printed but can you enjoy this book through e-book. In the modern era
including now, you just looking from your mobile phone and searching what your problem. Right now,
choose your own ways to get more information about your guide. It is most important to arrange yourself to
make your knowledge are still change. Let's try to choose suitable ways for you.
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